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LENH TRUNG PHAT KINH TE QUOC TE VA KIEM SOAT XUAT KHAU
Tuan tha cac quy dinh vé trivng phat kinh té va kiém soat xuat khau

|. Trong pham vi ciia Hop déng nay, “Quy dinh vé Trirng phat” dwoc hiéu la bat ky dao
luat, quy dinh, I&nh cdm van ho&c bién phap han ché nao khac (kinh té, tai chinh, thwong
mai, v.v.) li&n quan dén cac bién phap trirng phat kinh té va/ho&c kiém soat xuat khau co
hiéu lwc déi véi cac Bén va San phdm (ho&c Dich vu), dwoc ban hanh, quan ly, ap dung,
thwe thi va’hodc thi hanh theo thdi gian béi bat ky Co quan Trirng phat nao cé thdm
quyén déi v&i cac Bén va San pham (hoac Dich vu) dé.

“Co quan Trirng phat” dwoc hiéu la cac co quan cé thAm quyén cua:
(a) Hop chiing quéc Hoa Ky;

(b) Lién minh Chau Au; hodc

(c) Céng hoa Phap;

c6 trach nhiém ban hanh, quan ly, thwc hién va cwdng ché thi hanh cac Quy dinh vé
Trirng phat néu trén.

ll. Cac Bén c6 trach nhiém thuc hién Hop ddng mét cach phu hop va tuan thi cac Quy
dinh vé Trirng phat dang ap dung dbi v&i cac Bén va dbi véi San phdm (hodc Dich vu).
Truwéng hop mot trong cac Bén khong thé thue hién Hop ddng do xung dét phap ly, thi
cac quy dinh tai Muc VI dwéi day sé dwoc ap dung.

lIl. BEN MUA (bao gdém Dai ly, Nha phan phéi, Dai ly ban I&, Bén trung gian hodc Nguoi
st dung cudi cung) cam két khéng truc tiép hay gian tiép phan phéi, ban lai, xuat khau,
tai xuat khu hodc chuyén giao bang bat ky hinh thirc nao cac San phdm dwoc mua tir
BEN BAN (TotalEnergies) néu hanh vi d6 vi pham Quy dinh vé Trirng phat.

IV. BEN MUA c6 trach nhiém xay dwng va thwc hién cac quy trinh ndi bd nham dadm bao
tuan tht Quy dinh vé Trirng phat, ddng thdi ap dung cac quy trinh nay déi véi cac giao
dich c6 lien quan dén San pham dwoc mua tir BEN BAN.

V. Trong subt qua trinh thyc hién Hop ddng, BEN MUA cam két sé ngay |ap tirc thong
b&o bang van ban cho BEN BAN vé bat ky théng tin nao c6 thé anh huwdng dén cac tuyén
bd hodc cam két d& néu trong cac khoan muc trwdc. Trong trwdng hop nay, BEN BAN



c6 quyen (i) tam ngirng thuc hién Hop ddng hoéc (ii) chAm dit Hop déng, va BEN MUA
s& khéng c6 quyén yéu cau bdi thweng dudi bat ky hinh thire nao theo Hop déng nay.

V1. Khéng Bén nao co6 nghia vu thuc hién bat ky diéu khodn nao ciia Hop ddng néu hanh
dong dé khéng phu hop, mau thuan, vi pham hoac khién Bén dé (goi la “Bén Bi Anh
Hwéng”) c6 nguy co bi xt phat theo cac Quy dinh vé Trirng phat. Trong trwdrng hop nay,
Bén Bj Anh Hwéng phai glri théng bao bang van ban dén Bén con lai trong thdi gian sém
nhat c6 thé dé thong bao vé viéc khong thé tiép tuc thwe hién nghia vu theo Hop dong.

Bén Bj Anh Hwéng c6 thé:

(i) tam ngirng thwc hién cac nghia vu bi anh hwéng cho dén khi cé thé hop phap
thwe hién nghia vu do; hoac

(i) (i) chdm dit Hop déng néu khéng cé kha nang hop phap dé thuc hién nghia
vu d6, ma khéng phat sinh trach nhiém boi thuwérng nao dbi véi Bén con lai theo
cac diéu khoan clia Hop dong nay.



CHONG HOI LO VA THAM NHUNG

Dbi Tac cam két tuan tha va yéu cau bat ky nha thau phu ndo ma minh st dung ciing
phai tuan tha cac quy dinh chéng héi 16 va tham nhiing theo Chinh sach Chéng Héi 16 &
Tham nhling dwgc quy dinh tai Phu luc 1 dwéi day.

DPéi Tac khéng dwoc, trong bat ky trwdng hop nao, dwa ra bat ky Héi 16 nao cho Khach
hang hodc b4t ky Nhan sw nao ctia Khach hang.

DPéi Tac cam doan rang ban than minh ciing nhw cac Nhan sy ciia minh khéng thwe hién
bat ky Hanh vi Tham nhiing nao nham 16i kéo Khach hang ky két Hop déng nay, va sé
khéng thwe hién hanh vi nhw vay trong subt Thoi han Hop dong.

Cho muc dich cta diéu khoadn nay, “Hanh vi Tham nhiing” dwoc hiéu 13 viéc dé& nghi
hodc hira hen bat ky Hbi 16 nao nham 16i kéo mot Ca nhan thye hién nhiém vu mét cach
khéng ding dan, tac ddng dén ho véi muc dich gianh dwoc hodc duy tri co hoi kinh doanh

a0

hodc loi ich trong hoat ddng kinh doanh; va “Héi 16” dwoc hiéu la béat ky I&i hira, mén
qua, sw chuyén giao, khoan thanh toan, khoan cho vay, phan thuéng, loi ich, hodc wu
dai nao khac (du tryc tiép hay gian tiép), cé thé dwoc hiéu 1a nham muc dich yéu cau

hodc trao dbi mot ddc an tir hodc cho bat ky ca nhan nao.

*

PHU DiNH 1
CAM KET CHONG HOI LO VA CHONG THAM NHUNG

DINH NGHIA

Céng chirc Nha nwéc (Public Official) co nghia 1a mét ca nhan duwoc bau clr hodc bd
nhiém, la can bd, cdng chirc hoac dai dién ctia bat ky chinh quyén hodc nha nwéc nao &
cap quéc gia, khu vie hodc dia phwong; bat ky co quan, td chire hay thiét ché nao thudc
chinh quyén ho&c nha nwéc dé; bat ky doanh nghiép ndo ma chinh quyén hodc nha nuwéc
do sé hivu truc tiép hodc gian tiép phan vén chi phdi hodc da sb; mét quan chirc clia mot
dang chinh tri; mét rng ct vién cho chirc vu céng; hoac bat ky can bd, nhan vién hodc
dai dién nao clia mét td chirc québc té cong cong.

Thanh vién gia dinh than can caa mét Céng chirc Nha nwéc (Close Family Member
of a Public Official) c6 nghia la vo/chdng hodc ngwdi ban ddi; mot trong cac con,



anh/chi/em ruét hoac cha/me ctia ngu¢i do; vo’/chi“)ng hoac ngwoi ban doi ciia con hoac
ctia anh/chi/em ruét clia ngudi d; hodc bat ky ca nhan nao dang sdng cuing trong cling
mot hé gia dinh.

PHONG CHONG THAM NHUNG

Nham ghi nhan cac céng wéc qubc té va khu vuc co lién quan vé phong, chéng tham
nhiing va dam bao viéc tuan thi cac quy dinh phap luat chdng tham nhiing 4p dung dbi

voi Hop di‘)ng, cac hoat déng thuéc pham vi cia Hop df“)ng nay hoac ap dung cho cac
Bén hoéac cdng ty me t6i cao clia ho, cac Bé&n cam két nhw sau:

1.

Lién quan dén Hop ddng va dbi twong cla Hop déng, mdi Bén cam doan rang
ban than minh va (trong pham vi hiéu biét) bat ky ai hanh déng thay mat minh da
khéng va sé khéng thuec hién hoac dé nghi thwe hién bat ky khoan thanh toan, qua
tang, 161 hira hodc loi ich nao (du truc tiép hay thdng qua trung gian) (Héi 16) t&i
hodc cho muc dich sir dung cta bat ky Céng chirc Nha nwéc ndo nham:

(a) &nh hwéng dén bat ky hanh vi hoac quyét dinh nao clia Cong chirc Nha nwéc dé;

(b) xi giuc Céng chirc Nha nuéc dé thuwe hién hodc khéng thwe hién bat ky hanh vi

nao vi pham nghia vu phap ly cta ho;

(c) thu lgi ich khéng chinh dang; hoac

(d) khuyén khich Coéng chirc Nha nwéc d6 str dung anh hwéng ctia minh dé tac dong

dén bat ky hanh vi ho&c quyét dinh nao ctia bat ky co quan, td chirc hoac thiét ché
nao cua chinh phu hoac doanh nghiép nha nwéc.

. Mbi Bén, lién quan dén Hop déng va dbi twong ctia Hop déng, cam doan rang ban

than minh da khoéng va sé khéng (du tryc tiép hay thédng qua trung gian) dwa ra
hodc dé nghj bat ky Héi 16 nao t&i hodc cho muc dich st dung ctia bat ky ca nhan
nao (ngoai trtr Coéng chirc Nha nwéc) nham muc dich xdi giuc ca nhan dé thuwc
hién hoac khéng thwe hién bat ky hanh vi nao vi pham nghia vu phap ly cta ho,
hodc nham thu lgi khéng chinh dang, hoac dé thuc hién hay tir chdi thwe hién bat
ky hanh vi nao trai v&i phap luat ap dung dbi véi Hop déng.

M6i Bén phai d&m b&o rang nhan sw va cac nha thau phu ctia minh thwc hién cac
nghia vu quy dinh tai Phu luc nay va cam két nhirng nghia vu dé trong céac thda
thudn ma ho ky v&i bat ky nha thau phu nao. Mbi Bén phai thuc hién thdm dinh
tuan tha dbi voi tat cd cac nha thau phu chinh nhdm da&m bao rang ho tuan tha



nghiém ngat cac quy dinh phap luat chéng tham nhiing hién hanh. Méi Bén cé
quyén yéu cau cung cap bang chirng vé viéc da thwe hién thAm dinh nhw vay.

. Moi khodn thanh toan, héa don va bao céo dwoc glri theo Hop dong nay phai
phan anh chinh xac va chi tiét hop ly tat ca cac hoat dong va giao dich dwoc thuc
hién trong qua trinh thwe hién Hop ddng. Méi Bén ciing phai duy tri hé théng kiém
soat ndi bd day di dé dam bao rang moi khodn thanh toan thwc hién theo Hop
ddng déu duoc Gy quyén hop 1& va phu hop véi cac quy dinh trong Hop déng.
TotalEnergies c6 quyén thwc hién (truc tiép hodc thong qua dai dién) viéc kiém
toan tai tru s& clia Bén con lai dbi v&i moi khoan thanh toan cho cac dich vu dwoc
thwe hién theo Hop déng. DOI TAC cam két hop tac day dd trong bat ky cudc kiém
toan nao nhw vay, bao gébm viéc cung cap day di sd sach va hd so cd lién quan
cho TotalEnergies hodc dai dién clia ho, va tra I&i moi cau hdi lién quan dén viéc
thwe hién Hop dong cia DOI TAC.

. Moi khoan thanh toan theo Hop ddng phai dwoc thuc hién theo cac diéu khoan
thanh toan da dwoc quy dinh trong Hop ddng. Cac théng tin thanh toan dwoc néu
trong bat ky héa don nao sé& dwoc xem nhw 14 sw cam doan rang tai khoan ngan
hang dwoc thdng bao thudc s& hiru duy nhéat cia nguwdi dieng tén tai khoan, va
khéng cé bat ky ca nhan hodc tb chirc nao khac cé quyén s& hivu hodc loi ich lién
quan dén tai khoan do.

. Trr nhitng quyén s& hiru, loi ich hodc vi tri ma mbi Bén da tiét 16 cho Bén con lai
bang van ban, méi Bén cam doan rang khéng c6 Cong chirc Nha nwéc hodc
Thanh vién gia dinh than can cla Céng chirc Nha nwéc nao s& hivu (truc tiép
hodc gian tiép) cb6 phan hodc bat ky loi ich thuc té ndo trong Bén twong (rng (ngoai
trr viéc s& hiru chirng khoan duoc niém yét cong khai ma khéng da dé cau thanh
quyén kiém soat), hodc gilr vi tri la thanh vién Hoi ddng quan tri, can bd diéu hanh
hodc dai dién ctia Bén d6. M6i Bén dong y thdong bao kip thdi va bang van ban cho
Bén con lai vé bat ky dién bién nao c6 thé anh hwdng hodc c6 kha ndng anh hwéng
dén tinh chinh xac ctia cam doan nay. Trong moi truéng hop, néu mét Cong chirc
Nha nw&c hoac Thanh vién gia dinh than can cia Cong chirc Nha nwéc s& hiru
hodc cé dwoc (truc tiép hodc gian tiép) cb phan hodc bat ky lgi ich thwc té nao
trong Bén twong (rng, ho&c gilr hodc tré thanh thanh vién Hoi ddng quan tri, can
bd diéu hanh hodc dai dién ctia Bén do, thi Bén lién quan phai thuc hién cac bién
phap phu hop d& dam bao rang Cong chirc Nha nwéc hodc Thanh vién gia dinh
than can cta Cong chirc Nha nwéc tranh xung dét lgi ich, tuan tha quy dinh phap
luat hién hanh tai noi thwc hién Hop dong lién quan dén viéc cAm xung dét loi ich
dbi véi Cong chire Nha nwdc va tuan tha cac quy dinh ctia Phu luc nay.



7. Khéng anh hwéng dén béat ky quyén hoac bién phap khic phuc nao khac ma
TotalEnergies cé thé c6, bao gobm (nhwng khéng gi¢i han) quyén yéu cau boi
thwérng thiét hai do vi pham Hop ddng, néu BOI TAC khéng tuan th bat ky nghia
vu nao trong Phu luc nay, TotalEnergies cé quyén tam ngwng thanh toan va yéu
cau hoan tra bat ky khoan thanh toan tam (rng nao da thwc hién theo Hop dbng,
va’hodc tam ngwng hodc chdm dut Hop ddng do vi pham véi hiéu lwc ngay 1ap
twe.



BAO VE DI LIEU CA NHAN

PHU DIiNH 1

Dbi Tac cam két tuan tha cac quy dinh phap luat hién hanh vé xt ly di¥ liéu ca nhan, dac
biét 14 cac quy dinh cla phap luat Viét Nam, bao gém Nghi dinh vé Bao vé D liéu Ca
nhan (“PDPD”), (sau day goi la “Quy Dinh Ap Dung”).

Khi Déi Tac xtr ly di¥ liéu ca nhan thay mat cho bén kiém soat di¥ liéu, v&i tw cach la bén
xt ly div liéu, Dbi Tac bao ddm rang minh da cung cip céac bién phap bao dam day du
dé trién khai cac bién phap ky thuat va td chirc phu hop nham dam bao hoat déng xi ly
tuan tha cac yéu cau ctia Quy Dinh Ap Dung va bao dadm viéc bao vé cac quyén cuda ca

nhan.

Cu thé, D6i Tac cam két rang minh:

a) Chixw ly di¥ liéu ca nhan theo “chi dan bang van ban” cia bén kiém soat di liéu,

bao gdm ca viéc chuyén di¥ liéu sang quéc gia thir ba hoac té chirc qubc té, triv
khi phap luat ctia Lién minh Chau Au ho&c quéc gia thanh vién cé thdm quyén yéu
cau viéc x&r ly dé. Trong trwdng hop nhw vay, Dbi Tac phai théng bao cho bén
kiém soat dir liéu vé yéu cau phap ly cu thé dé trudc khi tién hanh xt ly, trie khi
phap luat cdm viéc théng bao dé vi ly do quan trong lién quan dén lgi ich céng
codng. Trir khi phap luat Viét Nam c6 quy dinh khac, nghiém cim viéc cung cap di
liéu ca nhan cho bat ky co’ quan bén th& ba ndo, bao gébm ca co quan nha nuwéc,
ma khéng cé théng bao truéc tir bén kiém soat div liéu va khéng tuan tha cac quy
dinh ctia Quy Dinh Ap Dung ciing nhw cac diéu khoan lién quan dén yéu cau cla
bén thir ba dwoc quy dinh trong Hop Béng.

b) Dam bao rang nhitng ngudi dwoc Gy quyén xt ly div liéu ca nhan da cam két bao

mat hoac dang chiu sw rang budc b&i nghia vu gilr bi mat theo quy dinh phap luat
phu hop. Nhitng ngudi dwoc Gy quyén xi ly div liéu ca nhan chi dwoc cap quyén
truy cap hé thdng céng nghé théng tin & mirc dd that sy can thiét dé trién khai,
quan ly va giam sat viéc thuc hién Hop dong.

Thuwc hién tat ca cac bién phap dwoc yéu cau theo Quy Dinh Ap Dung va theo dé
trién khai cac bién phap ky thuat va té chirc phu hop véi tinh chét clia hoat déng
x& ly, nham da&m bao mirc dd an toan twong xirng v&i cac rui ro va bdo ddm an
ninh vat ly cing nhw an ninh hé théng déi véi div liéu ca nhan trwéde cac hanh vi vi
pham c6 chi y hoac vo y.



d) Khéng dwoc sir dung bén x(r ly div liéu phu khac néu khdng cé sy cho phép cu
thé ho&c chung bang van ban truéc dé tir bén kiém soat div liéu. Danh sach cac
bén x& ly di¥ liéu phu da dwoc bén kiém soat div liéu cho phép dwoc quy dinh
trong phu luc kém theo.

Trong trwdng hop dwoc cho phép bang van ban chung, Déi Tac phai théng bao bang
van ban cho bén kiém soat dir liéu vé bat ky thay dbéi dw kién nao lién quan dén viéc bb
sung hodc thay thé mot bén x& ly dir liéu phu, véi théi han bao trwde téi thiéu ba muoi
(30) ngay trwdc khi thay dbi dwoc thwe hién, nham tao diéu kién cho bén kiém soat dir
liéu c6 co hdi phan dbi cac thay doi do.

Bén x(& ly di¥ liéu phu c6 nghia vu thwc hién cac trach nhiém bao vé dir liéu ca nhan
twong tw nhw cac nghia vu quy dinh tai diéu khoan nay. Bi Tac ban dau van phai chiu
trach nhiém trwéc bén kiém soat di liéu trong trwdng hop cac bén xir ly div liéu phu vi
pham nghia vu cla ho va phai théng bao cho bén kiém soat dir liéu vé cac vi pham do.

e) Can clr vao tinh chat ctia hoat dong xt ly, hé tro bén kiém soat di liéu théng qua
cac bién phap ky thuat va té chirc phu hop dé thwe hién nghia vu ctia bén kiém
soat di liéu trong viéc phan hdi cac yéu cau thuc hién quyén cla chu thé di liéu
theo Quy Dinh Ap Dung;

f) HO6 tro bén kiém soat di¥ liéu ddm bdo tuan thd cac nghia vu theo Quy Dinh Ap
Dung lién quan dén an ninh x& ly di¥ liéu, théng bao cho co quan gidm sat va
truyén dat dén chad thé di liéu, thwe hién danh gia tac ddong bao vé dir liéu hodc
tham van trudc véi co quan giam sat.

Dbi Tac phai théng bao cho bén kiém soat div liéu hodc dau méi lién hé duwoc chi

dinh trong vong hai mwoi bdn (24) gi® ké tr khi phat hién ra sw cb vi pham di liéu

ca nhan va phai thuc hién ngay cac bién phap can thiét dé khac phuc sw cb.
Trong trwdng hop xay ra sy ¢b vi pham di liéu ca nhan lién quan dén viéc x ly di liéu
theo Hop ddng béi bén kiém soat div liéu hodc Dbi Tac, Dbi Tac cé trach nhiém hé tro
bén kiém soat di¥ liéu trong viéc tuan thi cac nghia vu dbi véi co quan giam sat c6 thdm
quyén, bao gém nhwng khéng gi¢i han:

« cung cap théng tin theo quy dinh tai Diéu 33(3) ctia GDPR va glri bd sung cac
théng tin con thiéu ngay khi c6;

« théng bao kip thdi vé cac hanh déng da dwoc thwe hién dé kiém soat sy cb vi
pham di liéu;



« hd tro thuc hién moi bién phap nham ngan chan sw ¢b, khac phuc hau qua va
phong nglra tai dién;

« khong dwoc tw y cong bd thong tin vé sw ¢d néu khdng ¢ yéu cau cu thé tir bén
kiém soat d liéu.

g) Theo lwa chon cta bén kiém soat di¥ liéu, x6a hodc hoan tra toan bd div liéu ca
nhan cho bén kiém soat di¥ liéu theo phwong thirc va dinh dang da théa thuan,
sau khi két thuc toan bd hodc mot phan Hop déng lién quan dén hoat dong x ly
dir liéu, trir tredng hop phap luat ctia Lién minh Chau Au hodc quéc gia thanh vién
yéu cau phai lwu trir di¥ liéu ca nhan;

h) Cung cap cho bén kiém soat di¥ liéu tt ca thong tin can thiét d& chirng minh viéc
tuan tha cac nghia vu quy dinh trong Hop ddng nay va trong Quy Dinh Ap Dung;
ddng thei cho phép va phdi hop thyc hién kiém tra, bao gém ca viéc thanh tra,
dworc tién hanh bdi bén kiém soat di¥ liéu hodc kiém toan vién dwoc bén kiém soat
dir liéu Gy quyén.

Cac cudc kiém tra/danh gia nay cé thé duoc tién hanh bat cv lic nao va tai bat ky dia
diém nao sau khi c6 théng bao cho Déi Tac. Sau méi cudc kiém tra/danh gia, bén kiém
soat div liéu s& glri cho D6i Tac mot ban sao bao céo kiém tra/danh gia, néu rd cac vi
pham va cac bién phap dwoc khuyén nghi dé dadm bao tuan thd. Trong trwdng hop bao
cdo kiém tra/danh gia cho thay co6 sw khéng tuan tha cac nghia vu ctia Béi Tac theo Hop
DPdng, Dbi Tac cam két sé tw chju chi phi dé trién khai cac bién phap khac phuc can thiét
trong moét khoang théi gian phu hop v&i mirc dd nghiém trong clia cac vi pham duwgc phat
hién. D6i Tac sé cung cap sw hd tro can thiét cho Khach Hang dé thwe hién cac cudc
kiém tra/danh gia nay.

Déi Tac phai ngay lap tirc thong bao cho bén kiém soat dir liéu néu theo quan diém cla
minh, mot chi thi nao d6 vi pham Quy Dinh Ap Dung hoac cac quy dinh bao vé di liéu
khac cla Lién minh Chau Au hodc qubc gia thanh vién.

DPéi Tac cam két, dbi véi cac cong cu, san phdm, ng dung hodc dich vu, sé& tuan thi cac
nguyén tac bao vé dir liéu theo thiét ké va bao vé dir liéu mac dinh.

DPbi Tac cam két thédng bao cho bén kiém soat dir liéu vé béat ky yéu cau hodc cudc kiém
tra nao t& co quan ¢ thdm quyén.

Dbi Tac cam két khong chuyén dir liéu ca nhan sang qubc gia ngoai Lién minh Chau Au
hodc qubc gia khéng cung cap mirc dd bao vé phu hop, trir khi dwoc bén kiém soat div
liéu cho phép rd rang, va vai diéu kién cé s&n cac bién phap bao dam cé thé thuc thi theo



Quy Pinh Ap Dung. Piéu nay bao gdm, dac biét |a, cac diéu khoan hop ddng tiéu chuan
(“Standard Clauses”) dwoc Uy ban Chau Au théng qua va, néu ap dung, phan mé rong
“chuyén tiép tlr bd x(r ly sang bd xt ly phu”.

Déi Tac ciing cam két: (i) tuan thd nodi dung cla cac Piéu Khoan Tiéu Chuan nay;
(i) x4c minh rang bd x& ly phu — bén nhap di liéu — cling tuan tha cac diéu khoan do;
(iii) thiét 1ap moi bién phap b sung can thiét phu hop véi luat phap va thwe tién ctia qudc
gia noi di¥ liéu dwoc xi ly, nham dadm bao di liéu ca nhan dwoc bao vé & mirc twong
dwong véi mirc dwoc ddm bao tai Lién minh Chau Au.

DPéi Tac cam két cung cap cho bén kiém soat dir liéu, theo yéu cau va khdng cham tré,
cac Diéu Khoan Tiéu Chuan da ky két v&i cac bo xtr ly phu va mé ta vé bat ky bién phap
bd sung nao theo yéu ciu cla phap luat.

Débi Tac cam két théng bao cho bén kiém soat di¥ liéu trong thdi gian sém nhéat néu khong
thé thwc hién dwoc cac cam két trong hop ddng va Quy Dinh Ap Dung do luat phap hodc
thwe tién tai qudc gia/noi ma di liéu ca nhan dwoc xt ly. Trong trwdng hop khéng tuan
thl toan bd hodc mét phan cac nghia vu néu trén, Dbi Tac sé dinh chi viéc chuyén div
liéu trong théi han da théa thuan véi bén kiém soat div liéu.



INTERNATIONAL ECONOMIC SANCTIONS & EXPORT CONTROLS

Compliance with economic sanctions and export controls

VI.

For the purposes of the Agreement, the term “Sanctions Regulations” means any
law, regulation, embargo or another restrictive measure (economic, financial,
trade, etc.) relating to economic sanctions and/or export controls applicable to the
Parties, which is enacted, administered, imposed, implemented and/or enforced
from time to time by any Sanctions Authority with jurisdiction over the Parties and
the Product(s) (or Services). The term “Sanctions Authority” means any competent
authorities of: (a) the United States of America; or (b) the European Union; or (c)
the Republic of France; in charge of the enactment,
administration, implementation and enforcement of Sanctions Regulations.

The Parties must perform the Agreement in compliance with Sanctions
Regulations that apply to the Parties and the Product(s) (or Services). If either
Party is unable to perform the Agreement due to a conflict of law, the provisions
specified under Section VI shall apply.

The BUYER [Agent, Distributor, Reseller, Intermediary, End-User], undertakes not
to, directly or indirectly, distribute, resell, export, reexport or otherwise transfer the
Product(s) purchased from the SELLER, [TotalEnergies], in violation of Sanctions
Regulations.

The BUYER shall implement procedures to comply with Sanctions Regulations
and apply such procedures to transactions involving the
Product(s) purchased from the SELLER.

Throughout the performance of the Agreement, the BUYER undertakes to inform
the SELLER forthwith by written notice of any information likely to impact the
declaration or commitments covered by previous paragraphs. In this case, the
SELLER will be able to (i) suspend the performance of the Agreement
or (ii) terminate the Agreement, without possibility for the BUYER to claim any
compensation rights provided for by the present Agreement.

Neither Party shall be obliged to perform any obligation under the Agreement if this
would not be compliant with, in violation of, inconsistent with, or expose a Party
(the “Affected Party”) to punitive measures under the Sanctions Regulations. In
this event, the Affected Party shall, as soon as reasonably practicable, give written
notice to the other Party of its inability to perform the Agreement. The Affected



Party may either (i) suspend the performance of the affected obligations under the
Agreement until the Affected Party may lawfully discharge such obligation or (ii)
terminate the Agreement where the Affected Party may not lawfully discharge such
obligation, without possibility for the other Party to claim any compensation rights
provided for by the present Agreement.



ANTI-BRIBERY AND CORRUPTION MATTERS

Party undertakes to comply with and cause any sub-contractors it may use to comply
with the anti-bribery and corruption provisions in the Anti-Bribery & Corruption Policy as
set out in Schedule 1 below.

Party shall not under any circumstances offer any Inducement to either Customer or any
of its Personnel.

Party warrants that neither it nor its Personnel have engaged in any Corrupt Behaviour to
induce Customer into this Agreement or will do so during the Term.

For purposes of this clause, “Corrupt Behaviour” means the offering or promising of any
Inducement to induce any Person to perform their roles improperly, to influence them with
the intention of obtaining or retaining business or an advantage in the conduct of
business, and “Inducement’ means the making of any promise or any gift, transfer,
payment, loan, reward, inducement, benefit or other advantage (whether directly or
indirectly), which may be construed as being made to solicit any favour to or from
any person.

SCHEDULE 1
ANTI-BRIBERY AND ANTI-CORRUPTION UNDERTAKINGS
DEFINITIONS

Public Official means an elected or appointed official, employee or agent of any national,
regional or local government or state; any department, agency or instrument of any such
government or state; any enterprise in which such a government or state owns, directly
or indirectly, a majority or controlling interest; an official of a political party; a candidate for
public office; or any official, employee or agent of any public international organization.

Close Family Member of a Public Official means a spouse or partner, one of his or her
children, siblings or parents; the spouse or partner of his/her children or siblings; or any
household member.

PREVENTION OF CORRUPTION

In recognition of applicable international and regional conventions against corruption and
to ensure compliance with anti-corruption laws applicable to the Agreement or activities
covered in this Agreement or to the Parties or their ultimate parent company generally:



1. In respect of the Agreement and its subject matter, each Party warrants that neither
it nor (to its knowledge) anyone on its behalf, has made or offered, or will make or offer,
any payment, gift, promise or advantage (directly or through an intermediary)
(Inducement) to or for the use of any Public Official for purposes of:

(@) influencing any act or decision of the Public Official,

(b)  inducing the Public Official to do or omit to do any act in violation of his or her
lawful duties;

(c) securing any improper advantage; or

(d) inducing the Public Official to use his or her influence to affect any act or decision
of any department, agency or instrumentality of any government or public enterprise.

2. Each Party, in respect of the Agreement and its subject matter, warrants that it has
not made or offered, and will not make or offer, whether directly or through
intermediaries, any Inducement to or for the use of any person (other than a Public
Official) for purposes of inducing that person to do or omit to do any act in violation of his
or her lawful duty or to secure any improper advantage, or otherwise to do or refrain from
doing something that would violate the laws applicable to the Agreement.

3. Each Party shall cause its personnel and subcontractors to undertake the
obligations in this Schedule and to warrant them under the terms of its agreements with
any subcontractors. Each Party shall perform compliance due diligence on all major
subcontractors to ensure that they act in strict compliance with applicable anti-corruption
laws. Each Party may reserve the right to request proof of that due diligence.

4. All financial settlements, billings and reports sentin accordance with this
Agreement shall accurately and in reasonable detail reflect all activities and transactions
undertaken in the performance of the Agreement. Each Party shall
also maintain adequate internal controls to ensure that all payments made under the
Agreement are authorized and comply with the Agreement. TotalEnergies [or another
adequate term] reserves the right to perform (itself or through a representative) audits at
the other’s premises of all payments made for services performed under the
Agreement. The BUYER agrees to cooperate fully in any such audit, including by making
the relevant books and records available to TotalEnergies [or another adequate term] or
its representative and by answering any relevant questions relating to the
BUYER performance under this Agreement.



5. All payments under the Agreement shall be made in accordance with the terms of
payment specified in the Agreement. The payment indications notified in any invoices
shall be deemed to constitute a warranty that the bank account so notified is owned solely
by the holder thereof and that no other person has any ownership of or interest in it.

6. Except for any ownership, interest or position that each Party has disclosed to the
other Party in writing, each Party warrants that no Public Official or Close Family Member
of a Public Official owns (directly or indirectly) shares or any other beneficial interest in
the respective Party (other than through ownership of publicly traded securities that is not
sufficient to constitute a controlling interest), or is a director, officer or agent of the
respective Party. Each Party agrees to notify the other Party promptly and in writing of
any developments that would or might affect the accuracy of this warranty. In any case, if
a Public Official or Close Family Member of a Public Official owns or acquires (directly or
indirectly) shares or any other beneficial interest in the respective Party, or is or becomes
a director, officer or agent of the respective Party, the affected Party shall take appropriate
steps to ensure that the Public Official or Close Family Member of a Public Official avoids
any conflict of interest, complies with the legislation applicable in accordance with the
place of performance of the Agreement prohibiting conflicts of interest on the part of Public
Officials and complies with the provisions of this Schedule.

7. Without prejudice to any other rights or remedies TotalEnergies [or another
adequate term] may otherwise have, including (but not limited to) damages for breach of
the Agreement, if the BUYER does not comply with any of its obligations in this Schedule,
TotalEnergies [or another adequate term] shall have the right to suspend payment and
require reimbursement of any advance payment made under the Agreement, and/or
suspend or terminate the Agreement for default with immediate effect.



PERSONAL DATA PROTECTION
SCHEDULE 1

Partner undertakes to comply with the regulations in force on processing of personal data
and in particular with and Viethamese Regulations, including the Personal Data
Protection Decree (“PDPD”), (hereinafter the “Applicable Regulation”).

When the Partner processes personal data on behalf of the data controller, in its capacity
as a data processor, guarantees that it provides sufficient safeguards to implement
appropriate technical and organizational measures to ensure the processing will meet the
requirements of the Applicable Regulation and guarantees the protection of the
individual’s rights.

It particularly guarantees that it:

a. Processes the personal data only on « documented instructions » from the
controller, including with regards to their transfers to a third country or an
international organization, unless required to do so by Union or Member State Law
to which the processor is subject. In such a case, it shall inform the data controller
of that specific legal requirement before processing, unless that law prohibits such
information on important grounds of public interest. Unless otherwise provided by
Vietnamese Regulations, It is forbidden to communicate personal data to a third
party authority, including a government authority, without prior notification from the
data controller and without complying with the provisions of Applicable
Regulation and the provisions relating to requests from third parties stipulated in
the Contract;

b. Ensures that persons authorized to process the personal data have committed
themselves to confidentiality or are under an appropriate statutory non-disclosure
obligation. The persons authorized to process personal data will have IT rights only
to the extent strictly necessary for implementing, managing and monitoring of the
contract.

c. Takes all measures required pursuant to Applicable Regulation and as such,
implements the technical and organizational measures appropriate to the nature
of the processing in order to provide a level of security appropriate to risks and
ensure physical and logical security of the personal data against any intentional or
unintentional breaches.



d. Shall not engage another processor without prior specific or general written
authorization from the data controller. The list of sub-processors authorized by the
controller is specified in the appendix.

In the case of general written authorization, the Partner shall inform in writing the
controller of any intended changes concerning the addition or replacement of a sub-
processor with at least thirty (30) days’ notice before such a change occurs, thereby giving
the controller the opportunity to object to such changes.

The sub-processoris required to fulfill the same obligations regarding the protection
of the personal data as those as set out in this clause. The initial processor shall remain
liable to the controller in case of breaches from the other processors to their obligations
and must inform the controller.

e. Taking into accountthe nature of the processing, assiststhe controller
by appropriate technical and organizational measures, for the fulfiment of the
controller’s obligation to respond to requests for exercising the data subject’s rights
laid down in the Applicable Regulation;

f. Assists the controller in ensuring compliance with the obligations pursuant
to Applicable Regulation regarding security of the processing, notification to the
supervisory authority and communication to the data subject, completion of data
protection impact assessment or prior consultation to the supervisory authority.

The Partner shall inform the data controller or its preferred contact of any personal data
breach within twenty-four (24) hours after becoming aware and shall take the necessary
measures to address the personal data breach without delay.

In the event of a data breach related to personal data processed under the Contract by
the data controller or the Partner, the Ilatter shall provide the data controller
with assistance to comply with its obligations to any competent supervisory authority and
in particular:

« providing him with the information listed in Article 33(3) of the GDPR and sending
him any missing information as soon as it becomes available;

e keeping him informed as soon as actions are taken to manage the data breach;

e assisting to implement all actions designed to stop the data breach, to correct its
consequences and to prevent any recurrence;



« refraining from communicating about the data breach unless otherwise requested
by the controller.

g. At the choice of the controller, deletes or returns all the personal data to the
controller on the mean and format agreed, after the end of the whole or part of the
Contract relating to processing, unless Union or Member State law requires
storage of the personal data ;

h. Makes available to the controller all information necessary
to demonstrate compliance with the obligations laid down in this Contract and the
Applicable Regulation and allow for and contribute to audits, including inspections,
conducted by the controller or another auditor mandated by the controller.

These audits/inspections could take place at any time and in any place after
notifying Partner. At the end of each audit/inspection, the data controller sends Partner a
copy of the audit/inspection report stating the breaches and measures recommended to
reach compliance. In case the audit/inspection report discloses a failure to comply
with the Partner's obligations of the Contract, Partner shall undertake to implement at its
own cost the necessary corrective measures within a time period taking into account the
criticality of the breaches found. The Partner will provide the necessary assistance to the
Client to perform these audits/inspections.

The Partner shall immediately inform the controller if, in its opinion, an instruction
infringes the Applicable Regulation or other Union or Member State data protection
provisions.

The Partner undertakes to take into account, regarding the tools, products, applications
or services, the principles of data protection by design and data protection by default.

The Partner undertakes to inform the data controller about any request or control from
the competent authority.

The Partner undertakes not to transfer the personal data to a country outside the
European Union or not offering adequate protection, unless expressly authorized by the
Controller, and on condition that enforceable appropriate safeguards are available in
accordance withthe Applicable Regulation. This includes, in particular,
standard contractual clauses (the “Standard Clauses”) adopted by the European
Commission and, where applicable, the module "processor to sub-processor transfers.



The Partner also undertakes to (i) comply with the content of these Standard Clauses, (ii)
verify that its sub-processor, the importer of the data, also complies with them and (iii) put
in place any additional measures necessary with regard to the legislation and practices
of its country, in order to ensure that the personal data benefit from a level of protection
essentially equivalent to that guaranteed in the European Union. The Partner undertakes
to provide, upon request from the Controller and without delay, the Standard Clauses
signed with its sub-processors and the description of any additional measures required
by law. The Partner undertakes to inform the Controller as soon as possible of its inability
to comply with its contractual commitments and the Applicable Regulations due to the
legislation or practices of the country or countries where the personal data is
processed. In the event of failure to comply with all or part of these obligations,
the Partner shall suspend the transfer within the time limits agreed with the Controller.”



