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PREAMBLE

These Cybersecurity requirements set the minimum and standard framework of the rules that must be respected by the Supplier and its possible subcontractors in the context of the execution of the Contract.

Cybersecurity Requirements shall not prevail over or defeat the application of applicable laws and regulations relating to the Cybersecurity of Systems and data and the rules otherwise agreed by the Parties.

References to the Supplier must be understood as including the Supplier and its subcontractors, the Supplier's obligations extending to the Information Systems and Resources of its subcontractors. 

[bookmark: _Toc45118374][bookmark: _Toc106648850] Requirements for IT contracts 


	Analyze Cybersecurity Risks on Contract-Specific Resources
	Cybersecurity Risk Management

	The Supplier must work with TotalEnergies Marketing Puerto Rico (TEMPR) to carry out and keep up-to-date Cybersecurity Risk Analysis, including the data processed by these Resources, according to a mutually agreed method of analysis.  
The Supplier must be able to provide at any times a detailed report on all the Risks identified, classified by sensitivity, the means of prevention or mitigation and to reveal the residual Risks.




	Apply an action plan to reduce the identified Risks
	Cybersecurity Risk Management

	The Supplier must put in place, at its own expense, an action plan in connection with the analysis of Cybersecurity Risks executed with TEMPR to reduce or prevent the occurrence of these Cybersecurity Risks or to limit their consequences. 
The Supplier must implement the necessary remediation measures following the notifications by the Customer as part of its data leakage program. 




	Raise awareness of Cybersecurity among personnel
	Cybersecurity Awareness and Training

	The Supplier must conduct awareness-raising actions among the personnel involved in the performance of the Contract (including subcontractors), to ensure that they are aware of the Cybersecurity rules to be applied to ensure the protection of the Contract-Specific Resources.





	Manage Incidents related to Malicious Codes 
	[bookmark: _Toc95232852]Protection against malicious code

	The Supplier must define and implement processes and procedures for the managing Threats and Malicious Codes. The Supplier is required to comply with its contractual and legal obligations about reporting Security Incidents to the Customer, including the breach of personal or non-personal data.



	Harden the system base of Contract-Specific Resources
	Security of system bases, workstations, and mobile equipment

	[bookmark: _Hlk77749831]The Supplier must implement the necessary and relevant technical, human, and organizational Measures, to ensure the security of the base Systems (operating Systems, middleware, applications and related communication and security services) of the Contract-Specific Resources. These Measures must make it possible to preserve the confidentiality, availability and integrity of the data processed.




	Secure the digital media used for the Contract
	Security of Digital media

	The Supplier must put in place Measures to protect the digital media on which the Customer Data resulting from the execution of the Contract is copied, saved and/or archived (backup).
Backup and computer archiving media must be secured and protected against illegal acts and environmental Risks.  The transport of computer media must be subject to a documented procedure.



	Protect network access used under the Contract
	[bookmark: _Toc95232863]Network Security

	The Supplier must deploy and update the security Measures, necessary, relevant, and in accordance with the State-of-the-art, to ensure the security of the networks used by the Contract-Specific Resources, to prevent or limit the consequences of Cybersecurity Risks. That need to include a redundance of connection to the Production environment.  



	[bookmark: _Toc83997487]Alert in case of a Major Security Incident 
	[bookmark: _Toc95232894]Cybersecurity Incident Management

	Major Security Incidents must be reported to TEMPR  within four (4) hours from the moment the Supplier becomes aware of them, specifying in particular the nature and extent of the Major Security Incident, proven and potential, as well as any information to enable the Customer to assess the consequences for himself. 
The Supplier actively collaborates with the Customer and regularly updates and completes this information.




	Respond to requests from a crisis unit of the Client 
	Cybersecurity Incident Management

	The Supplier must have a crisis management organization allowing it to respond to requests from the Customer's crisis unit as soon as possible in order to minimize the unavailability of the application.





	Document the continuity of business related to the Contract
	Business Continuity Requirements

	The Supplier must carry out systematic tests of its organizational, human, and technical solutions for ensuring business continuity and disaster recovery, at the end of their implementation or evolution, supplemented by tests and regular exercises to evaluate the functioning of all the continuity and disaster recovery plans that it has defined.
The Supplier must obtain the Customer’s written consent before conducting any tests and exercises based on a partial or complete and programmed shutdown of the Contract-Specific Resources or its other Resources necessary for the Supply (including any switch to backup systems).
All testing and exercises of disaster recovery and business continuity devices must follow protocols documented by Supplier. Their execution must be the subject of a balance sheet showing the results in accordance with expectations and /or anomalies detected,which the Supplier must transmit to the Customer and which will be commented in Security Committee meeting.






	Delete e-mail messages and documents related to the Contract at the end of the Contract
	Collaborative tools & share Workspaces 

	Unless otherwise stipulated in a contractual document that takes precedence over these requirements and unless there is a mandatory legal obligation or for the purposes of certifying the product or service that is the subject of the Contract, the Supplier must delete from its own Resources, including Contract-Specific Resources, Customer Data and electronic messages and documents, within a maximum period of one month from the termination of the Contract for any reason whatsoever.




	Appoint a security officer
	[bookmark: _Toc95232818]Cybersecurity Governance

	The Supplier must designate a security officer.
This security officer is the single point of contact for security throughout the duration of the Contract. It must be easily reachable by the Customer, in a secure manner and the means of communication must be established at the start of the Contract.
For each application and service the security officer agrees to:
-	Keep up to date all relevant documentation (diagrams, flow matrix, use cases, etc)
-	Ensure that latest security patches are installed.
-	Periodically review administrators and end users accounts access.
-	Respond in a timely manner to requests, incidents, and priority alerts from TE-CISO.
-	All administrator’s activities are logged




	Train personnel on Cybersecurity issues
	Cybersecurity Awareness and Training

	The Supplier must ensure that the employees assigned to the performance of the Contract (including subcontractors' stakeholders) acquire the knowledge and skills required for the performance of the tasks entrusted to them and the issues related to Cybersecurity.
The Supplier must undertake the necessary training actions to maintain the skills of all employees and stakeholders concerned.
The Supplier must, on request, provide evidence of the existence of an awareness and training programme.



	Fire protection
	Protection against environmental Risks

	The Supplier must ensure the implementation of fire safety Measures to protect the Contract-Specific-Resources.
These Measures must include, in particular:
· Fire detection means.
· Fire suppression means.
· Measures for periodic verification of the means of protection and firefighting.
· Procedures to be implemented in the event of fire.
The Supplier must communicate to the Customer the list of fire protection Measures put in place.



	Protection against water damage
	Protection against environmental Risks

	The Supplier must ensure the implementation of the water damage protection Measures.
The Supplier must communicate to the Customer the list of water damage protection Measures put in place.










	Report Cybersecurity Incidents
	Cybersecurity Incident Management

	The Supplier must notify TEMPR TotalEnergies Marketing Puerto Rico of any incident affecting or likely to affect the Cybersecurity of the Contract-Specific Resources, within the deadlines and according to the terms agreed contractually or in application of a regulation, this period being fixed in default at a maximum of twenty-four hours from the moment when the Supplier becomes aware of the Cybersecurity Incident.



	Implement a Cybersecurity Incident Management Process
	Cybersecurity Incident Management

	The Supplier must put in place the technical, human, and organizational means to detect, alert, support and remedy Cybersecurity alerts or Incidents, and in particular to report to the Customer Cybersecurity Incidents concerning the Contract-Specific Resources or the Customer Data used under the Contract, to react effectively according to the nature and severity of the Incidents detected, to limit their impacts and to resolve quickly and formally all Cybersecurity Incidents.




	Emergency Backup 
	Business Continuity

	The Supplier must carry out separate production backups covering all the Contract-Specific Resources (configuration of System, network and telecommunications equipment, basic software, applications, and Customer data). 
The Supplier must outsource the backup (used as part of the execution of continuity plans) to a location sufficiently distant from the production site not to suffer damage from a disaster that could impact it. The Supplier must ensure the ability to permanently access all emergency backups, regardless of their storage location.



	Protect the Customer’ data used in the context of the Contract
	Collaborative tools & shared spaces

	The Supplier must ensure that all data and documents relating to the Customer (including Customer Data or those generated by the service defined in the Contract or inventory data) remain on the dedicated and secure environments defined in the Security Insurance Plan.
The transfer of data or documents outside these environments is strictly prohibited. In particular, the documents and messages exchanged under the Contract must not be communicated to third parties without the prior consent of the Customer.




	20. Comply with best practices in secure development 
	Design – implementation – evolution of Contract-Specific Resources

	The programs and applications developed by the Supplier under the Contract must comply with the State of The Art, in terms of security of computer developments and in particular the recommendations of ENISA, ANSSI and OWASP (Open Web Application Security Project). These best practices are described in the Security Insurance Plan and are validated by the Security Committee.
The Provider will also apply the principles of "security by design", "security by default", considering, where appropriate, the specificities imposed by the processing of personal data.   
The Customer may provide a specific requirements document on Cybersecurity according to the technologies implemented.
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